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Your API generates tokens to authenticate users. You have the following requirements

1. Limited token lifetime.

2. Managed key rotation.

3. Self-verifiable content.

4 Compact data representation

5. Refresh without new challenge.

You plan to use SAML2 Which two of the above-listed requirements are satisfied by using SAML2?
Choose 2 answers

A. Limited token lifetime.

B. Managed key rotation

C. Self-verifiable content

D. Compact data representation

E. Refresh without a new challenge

Answer: A

When is it appropriate to use query parameters in RESTful API design? Select all that are correct

A. When passing username and passwords.

B. When providing the ability to return different levels of detail in the response.
C. When requesting that an entire collection be deleted.

D. When filtering the response based upon a query

Answer: BD

Where does a ScriptTarget node.js application run when deployed to Edge?

A. In a Docker container

B. Inside a Vert x runtime engine

C. Google's V8 JavaScript engine

D. Within Apigee's node.js runtime called Trireme

Answer: B
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What is the purpose of a refresh token?

A. To extend the amount of time an existing access token can be used by resetting the token's
expiration time

B. To request that Apigee re-issue a new access token to replace an expired access token.

C. To reset an application to its default configuration.

D. To notify the application that a new access token is required.

Answer: B

When using a Shared Flow from a Flow Hook, which proxies will call the Shared Flow?

A. All proxies in the environment where the Flow Hook is configured
B. Only proxies that contain a Flow Callout policy

C. All proxies within an Organization

D. Only proxies with the Flow Hook checkbox checked

Answer: B

You have a new set of requirements for a mobile app. The product team tells you that the user data
already exists from the website version of the app. The user APIs are currently internal access only.
The product team has asked for the following.

e The app requires user authentication before data should be accessed.

* The app needs to display user data once the user has logged into the mobile app.

* The app needs to allow changes to user data once the user has logged into the mobile app.
Choose three development tasks that would accomplish the requirements. Choose 3 answers

A. Create an Oauth 2 0 Service Account API proxy

B. Create an Oauth 2.0 Password Grant Type API proxy

C. Create an Oauth 2.0 Client Credential Flow Grant Type API proxy
D. Create a new API proxy for a GET /v1/customers/{customerid}

E. Create a new API proxy for a PUT/v1/customers/{customerid}

F. Create a new API proxy for a POST /v1/customers/{customerid}
G. Create a new API proxy for a DELETE/v1/customers/{customerid}

Answer: ACF
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As an Apigee API Engineer you are building a new proxy as follows:

POST /v1/virtualnetworkconnections

The backend developer, being new to RESTful APIs, asks you which response code should be
returned on a successful call. What should you recommend?

A. Return a 200 OK

B. Return a 302 Found

C. Return a 201 Created

D. Return a 202 Accepted

E. Return a 303 See Other

F. Return a 400 Bad Request

Answer: C

Which policy is best used to convert a SOAP response to a JSON response'?

A. AssignMessage

B. Message Validation
C. SOAPToJSON

D. XMLToJSON

Answer: B

Which plugins are not enabled as part of the default Edge Microgateway installation? Choose 2
answers

A. analytics

B. oauth

C. quota

D. spike arrest

Answer: CD
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You are building a new API, and have the choice between several names for a particular field.
According to Apigee recommended practices, what should you do?

A. Allow each developer to make their own choice.
B. Use the same field name as in the back end system
C. Survey typical consumers to determine which common name to use

D. Pick any name, and make sure that you use that name as consistently as possible
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Answer: D
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