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Topic 1, Multiple Choice Questions

Question: 1

When creating an OCI Vault, which factors may lead to select the Virtual Private Vault? Select TWO
correct answers

A. Need for more than 9211 key versions
B. Greater degree of isolation
C. To mask Pll data for non-production environment
D. Ability to back up the vault

Answer: B,D
Explanation:

Graphical user interface, text, application Description automatically generated

Question: 2
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Cloud Guard detected a risk score of zeroin the dashboard, what does this mean ?

A. Risk score doesn't say anything. These are just numbers
B. LOW or MINOR issues
C. Larger number of problems that have high risk levels ( HIGH or CRITICAL )
D. No problem detected for any resource

Answer: D
Explanation:

Graphical user interface, text, application Description automatically generated

Question: 3

With regard to vulnerability and cloud penetration testing, which rules of engagement apply? Select
TWO correct answers.

A. Any port scanning must be performed in an aggressive mode
B. Physical penetration and vulnerability testing of Oraclefacilities is prohibited
C. Testing should target any other subscription or any other Oracle Cloud customer resources
D. You are responsible for any damages to Oracle Cloud customers that are caused by your testing
activities

Answer: B,D
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Explanation:

Graphical user interface, text, application Description automatically generated

Question: 4

How can you establish private connectivity over two VCN within same OCI region without traversing the
traffic over public internet ?

A. NAT Gateway
B. Data Guard
C. Remote VCN Peering
D. Local VCN Peering

Answer: D
Explanation:
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Graphical user interface, text, application, email Description automatically generated

Question: 5

Which securityissues can be identified by Oracle Vulnerability Scanning Service? Select TWO correct
answers

A. Distributed Denial of Service (DDoS)
B. Ports that are unintentionally left open can be a potential attack vector for cloud resources
C. SQL Injection
D. CISpublished Industry-standard benchmarks

Answer: B,D
Explanation:
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Graphical user interface, text, application, email Description automatically generated
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